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SUBJECT: Use of Federal Communi cati on Assets

1. REFERENCES.

a. Departnent of Defense (DOD) 5500.7-R, Joint Ethics
Regul ation (JER), 30 August 1993 (w/ ch2).

b. Arnmy Regul ation 380-19, Information Systens Security, 27
February 1998.

c. Arny Regulation 25-1, Arny Information Managenent, 15
February 2000.

2. PURPCSE. To define the Fort Hood Policy concerning the use
of Federal Governnent comruni cation systens and resources.

3. APPLICABILITY. This policy applies to soldiers, civilian
enpl oyees, and contract personnel assigned to or enployed by any
Fort Hood unit or staff office, or any tenant organization or
activity assigned to, attached to, or supported by Fort Hood.
This policy is punitive and any viol ation may be prosecuted under
the UCMI or puni shed appropriately under civilian personnel
regul ati ons.

4. POLICY. Federal Government conmunication assets “shall be
for official use and authorized purposes only” (JER 2-301).
Federal Governnment communi cation assets include Governnment owned
and | eased tel ephones, facsimle machi nes, conputers,
typewiters, calculators, libraries, electronic miil (e-mail),
and access to the Internet and commercial systens when use is
paid for by the Federal Government. Security of our information
systens is vital to our mssion and it is the responsibility of
every user and systens administrator to conply with current

I nformati on Assurance (1 A) policies and gui dance.
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a. “Oficial Use” includes comruni cations that are necessary
in the interest of the Federal Governnent as well as energency
comuni cations. Upon approval by a theater comrmander, offici al
use may be extended to Governnent enpl oyees depl oyed away from
hone for an extended period of tine on official business.

b. The Conmandi ng General 111 Corps and Fort Hood by this
policy meno approves use of communi cations assets for authorized
personal purposes fromthe work place only if they do not
interfere with official requirenents and can be reasonably made
fromthe work place. Specific exanples include but are not
limted to:

(1) Use of assets to briefly check-in wth famly
menbers.

(2) Use of assets to schedul e nedical appointnents,
arrange auto or home repairs, and nmake sim |l ar appoi ntnents.

(3) Making Internet searches for professional
devel opnment purposes, as long as prinmary duties and the m ssion
are acconpli shed.

(4) Brief Internet searches for personal reasons,
subject to the restrictions |isted bel ow

(5 E-mailing short nessages to relatives, friends, and
fell ow enpl oyees.

(6) Receipt of e-mail, as long as conparabl e receipt
woul d be acceptable via tel ephone and the use is no nore
di sruptive than a tel ephone call.

(7) Sending electronic mailings to announce events
sponsored by a non-Federal entity (e.g., AUSA Breakfast, WId
West Night, etc.) if they pronote unit cohesion, norale and
esprit de corps.

(8) Making a bank or financial transaction.

c. Authorized personal use also includes brief
comuni cations (including |ong distance service) froma Federal
Governnment enployee in an official travel status nade to famly
or friends, as appropriate, notifying them of schedul e changes.

d. Per reference c. the Commandi ng General, Il Corps has
authority to approve the installation and use of governnent
communi cations assets wthin the personal quarters of selected
key personnel. Due to infrastructure limtations, these assets
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will only be installed in government quarters. Use of these
assets is to enhance conmand and control and is for official
business only. Calls to local and | ong distance tel ephone
nunbers are authorized as long as they are for official business.
The sel ected key personnel are required to use commerci al

communi cations services procured at their own expense for
conducti ng personal business in quarters (paragraph 4.b. above
does not apply). Famly nenbers are prohibited from using
government communi cati ons services, to include having access to
official e-mail accounts.

e. To ensure that such use does not adversely affect the
performance of official duties and serves a legitimte public
interest (e.g., keeps enployees at their desks, enhances
prof essional skills, educates enpl oyees on the conmmunication
system or assists in job searches in response to downsi zi ng),
this permssion is subject to the follow ng:

(1) \Wenever practicable, conduct personal
communi cations before or after work or during lunch or other
aut hori zed breaks.

(2) Wen personal comrunications are nmade during work
hours, keep the comrunications infrequent and short in duration.

(3) The Federal Governnent nmust not incur any |ong
di stance charges for personal conmunications; the enpl oyee nust
use toll-free nunbers, reverse the charges, or charge the cost to
a personal credit/tel ephone card.

f. This policy also applies to the use of governnment funded
cellular phones. 1In addition to the requirenments above, the
date, tinme, and nunber called nust be recorded for each incident
of personal use of a cellular phone. The use of cellular phones
results in a charge to the Governnent that nust be rei nbursed by
t he user.

g. Even when the above guidance is followed, Federa
comuni cati ons assets may not be used:

(1) To solicit business, advertise, or engage in other
selling activities in support of a personal business enterprise.

(2) To offer itens for sale or for other personal
purposes (e.g., selling an autonobile or renting a private
resi dence).

(3) To conduct fund-raisers or nenbership canpaigns for
non- Federal entities, other than those fund-raising activities
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permtted by JER 3-210, (e.g., CFC and AER). Announcing a fund-
rai sing event or nmenbership neeting is permtted.

(4) In any way which would reflect adversely on the Arny
or which is inconpatible with public service (e.g., sending chain
| etters, harassing tel ephone calls or electronic mail, accessing
sexually oriented Internet sites, or downloading or transmtting
sexually oriented material).

h. Enpl oyees use Federal Governnment communi cation assets
wi th the understanding that:

(1) Use of such assets serves as consent to nonitoring
of any type of use, including incidental and personal uses,
whet her aut hori zed or unauthori zed,

(2) Use of such systens is not anonynous. For each use
of the Internet, the nane and conputer address of the enpl oyee
user may be recorded, as well as the |ocations searched,

(3) Most Governnent comruni cation systens are not
secure. Enployees shall not transmt classified information over
any commruni cation system unl ess approved security procedures and
practices are used (e.g., encryption, secure networks/
wor kst ations); and

(4) Enployees shall not disclose conmunication system
access data (such as passwords) to anyone, unless such disclosure
is authorized.

i. Any users violating this policy or other applicable I A
regul ations and policies will have their installation |ocal area
network (ILAN) account and/or tel ephone access suspended. Any
conputer systemor device found to be in violation of current A

directives and policies will be subject to being disconnected
fromthe I LAN or the adm nistrative tel ephone network. This is
necessary to ensure the security of |1l Corps and Fort Hood.

Service will not be reinstated or reconnected until the fault has
been corrected and the Director, DOM has received a

rei nstatenment/reconnection request fromthe first 0-6 in the
violator’s chain of command. Violations include (but are not
limted to):

(1) Lack of password protection.
(2) Failure to renew passwords.

(3) Use of passwords not adhering to current policy.
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(4) Failure to conply with security directives or
poli ci es.

5. SUPERSESSI ON. This Command Pol i cy Menorandum super sedes
Command Policy DO M 99-01, dated 7 July 1999.

6. EXPIRATION. This Command Policy Menorandum expires 25
January 2001, unl ess superseded or rescinded.

/1 ORI G NAL S| GNEDY /
LEON J. LAPORTE

Li eut enant General, USA
Commandi ng
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